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1. Introduction

In this Terms of Reference (TOR) the service provider will find all the technical specifications
required in the websites for Federation of Egyptian Chambers of Commerce (FEDCOC), and the
Digital Economy & Technology General Division (DETGD), each specification and feature is
described in brief. In the proposal, the service provider should work on elaborating each module
chosen to present with all supporting description, diagrams, and screenshots. The service
provider should also use tables and diagrams to structure the data presented when possible.

The following table will illustrate a list of the terminology and acronyms used in this TOR and

their descriptions:

Term

Description

Administrator (Admin)

Stands for the super user who has the full control on all
website’s menus, funections, features, content, etc. Also, the
admin can assign specific roles and set usage limitations for
other users.

Control Panel (CP)

Stands for the tools’ panel that enables the ‘admin’ to control
the website’s menus, functions, features, content, etc.

Sitemap

The Sitemap isthe menu (or bar) that contains all the major
links in the website.

Main Visual Element (MVE)

MVE is the graphical element in the page (static image, or
movie) that acts as the main emphasis of the page.

Master/Detail View (MDV)

MDV is a page.or view where links are taking the user to show
the details of specific item.

MasterDesign Template
(MDT)

MDT is the main layout of the website pages.

Redirect Navigation

Happens when clicking a link would redirect the browser to
another page.

Pop-up Navigation

Happens when clicking a link would keep the existing
displayed page and opens a new window containing the page
which link has been clicked.

Publish

Stands for the action that an ‘admin’ takes to authorize the
visibility of the website’s content for the website’s visitors.

Disclosure Settings

Stands for the action that an ‘admin’ takes to set which type
of users can have access to specific content.

Disclosure Audience

The user types entitled to see a specific content.

Website Frontend

The portion of the website that the internet visitors can view.
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Search Engine Optimization | Stands for having the proper mechanism for indexing the
website’s content in a way that accomplishes a higher rank in
the search engine results.

User Interface Ul Stands for the Graphical design of the Master Design Template

2. Technical Specification

2.1 General Features
2.1.1 Bilingual Interface and Content

The data present in the website along with the Ul should be fully bi-lingual in-English and Arabic,
with an interface switching button (or link) for website visitors. It is also a/plus to show how the
data entry and administration of the website content and Ul will be enhanced and simplified
given the duality of data entry (in English and Arabic).

2.1.2 Data Approval

With the addition of any information by the admin to the website, it does not immediately show
in the website. Instead, the admin or an assigned user should have access to this information and
publish it. Once a piece of information is published, it becomes visible to the website visitors.

2.1.3 Related Resources

Admin users, through the CP, can link any two given pieces of information with one another. This
will be displayed as ‘Related'Material’ to the user when viewing any information that has related
material on the website.

2.1.4 Distribution List

Based on-the disclosure settings, material can be uploaded and associated with any html email
and sent to itsdisclosure audience.

2.1.5 Internal Site Search

The website should have the option of providing its visitors with site search, indexing every
element of information present on the website. This should be done with maximum relevance
and reachability of information.

2.1.6 Advertisements

The website should have the ability to display of preset web banners in convenient places in the
website frontend. The display of these advertisements should not disrupt the cleanness of the

2023
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website Ul. Also the admin should be able to control the advertisements. Ads by multinational
companies, such as Google, should be considered in a dynamic way.

As the website is bilingual, the admin should have the ability to add different banners to the
English and Arabic pages separately.

2.1.7 Web 2.0 Features

The website should be fully equipped with Web 2.0 capabilities that include, but not limited to,
the full integration with Facebook and Twitter. The website should grant ability for the website’s
users to send specific page to another user by email and/or print it.

2.1.8 Video and Pictures Gallery

Through the CP, the admin should have the ability to add YouTube links/upload videos and
pictures to their designated section, and manage them in folders and subfolders and in any page
within the website

2.1.9 Cross browser compatibility

The website should be viewable from across latest versions of the five most used internet
browsers which are Firefox, MS Edge, Google Chrome, Opera, and Safari. However, the CP should
be optimized for Internet Explorer, Firefox or Google Chrome and specified on its Ul.

2.1.10 Search Engine Optimization (SEO)

For the search engine optimization, .the service provider should optimize the website’s text,
informationand search tags, so as'to show as early as possible in search results on the four search
engines of choice. Moreover,Google, Yahoo and Bing should be among the four of the service
provider’s choice.

2.1.11 Hosting

The service provider must propose the required hosting specifications and technologies. As well,
the service provider must include, in the financial proposal, the annual hosting cost of the
proposed hosting (as an option).

2.1.12 online payment

The service provided by third party gateways.
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2.2 Site Map for FEDCOC pla! slosiY| adge dbyls-

The Website front end should display the following menu, which should be available to public
users all the time:

= Home Page

= Services

= Conferences and promotional missions
= |nitiatives

= About us

= News

= Members

Each item of the above links should be fully manageable by the CP;and any update to the above
menu items should be dynamically reflected on the website frontend;, without the need of any
change in website frontend code.

The website Ul should accommodate a maximum of 7 menu items, without any change to master
design template. Labels of all sitemap items should be selected in consensus with the FEDCOC.
Service providers should find out the best number of characters to achieve this objective.

2.2.1 Home Page

Ul should allow the Main Visual Element of the Home Page to present the most up to date
information about the FEDCOC.

The admin should be able to use the CP to update/Main Visual Element of the home page, with
an ability to link to any inside pages and/or sections.

The most important items should appear in the home page

1- Public.info about FEDCOC in slider.

2- The'latest news about FEDCOC such as events, conferences, etc.
3-Quick Links about

- Log in to the members of the Chamber.

- E-Services.

- DETGD

4-News

2.2.2 Services

1- Economic research and studies
There is filtration for economic research in three level

2023
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1- Market overview
2- Reports for different sector inside the country
3- Reports for specific product inside the sector

Using the feature of online payment in the third level (report about specific product)
If the user wants to get the report about specific product it must redirected
- If the user already login and have the info about payment card, show message about the
cost of the report and confirm to complete the payment method
- If the user is new so redirected to register page to register his personal information and
payment card info.

The admin should be able to use the CP to explore the request for this report and the user
information to send the required report immediately on his mail

2- Consumer service

3- International trade
- Services for importers (free services|)
- Export opportunities
List of opportunities and user can get these services by Service subscription (cash on
delivery or online payment)

4- Merchant services
- List of opportunities and user can get these services by Service subscription (cash on
delivery or online payment)

2.2.3 Conferences and promotional missions
e _Conferences

This is a Calendar and should go under Member’s area in the Events section; however, it should
allow some selectedevents to be available for public users in the Events Main Menu item.

Calendar will be a main section on the website that carries all information regarding upcoming
events and dates. It will be characterized by a group of data fields and presented in an
appropriate format.

e promotional missions
- Description about the missions
- Dates of missions
- Those responsible for the missions
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2.2.4 Initiatives

- List of Initiatives and every initiative has different information
- Participants

- The available places for Initiative

- Societal responsibility

- Services

2.2.5 About Us

- List for all Chamber of commerce inside Egypt
- Information for every Chamber such as (Link of website if available, Tel, logo, PR)

2.2.6 Members

This feature of the website should work in two modes (public users & registered users).

2.2.6.1 Public Users

In this mode, the public user doesn’t need to login'in to see the general content, as defined by
the admin, such as FEDCOC activities, projects, services, etc. However, if this user would be
interested to register, he/she should be able to click on register link that opens a registration
form, which will contain-the following:

= Title
= First Name
= | Last Name

= Job Title
= Email

=  Phone
=  Mobile
=  Fax

=  Company Name

=  Company’s Commercial Registration Information

=  Company’s Tax Card Information

= Address

= Legal Setup

= Activities (Multi selection Drop Down List)

= Preferred Username

= Password (should be validated for 8 characters and password strength)
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= etc.

Another field should be added, which is “Company ID”. This field is not a mandatory field;
however it’s required for further registration by the company, as elaborated in the following
section.

Once the user is registered, two actions should occur:

i. A request should be sent to the admin automatically, as an alert on his email. Also, the
request should be added to the website CP, where admin can login. Then, the admin
should be able to verify all data provided. The admin should/ have the ability to
approve/disapprove the user. As well, the system should log the start of the membership
date; and

ii.  An activation email should be sent to the registered user to make /sure that the provided
email is correct; and if it is not verified, then the admin should be able to see this in the
user’s request via the CP.

The service provider should elaborate in his/her proposal the methodology in this regards.
2.2.6.2 Registered Users

Once the admin approves the subscription request, an‘action is required to notify the subscriber,
such as an official welcome email that should‘be sent to the user, confirming company
subscription to FEDCOC 's website and providing a “Company ID”, which will be used later for the
Company Identification in other website features. All email messages should be managed from
the CP using WYSIWYG editor:

Each registered company should be allowed to add up to three (3) subordinate accounts under
its main account “Company Master Account”. These accounts can have access to the members’
area. To add an account to thecompany’s main account, the company’s main user should be able
to loginto the public.area‘and register by these accounts by providing the “Company ID” while
registering. Activation of these accounts should be conducted by the “Company Master Account”
that was previously’ approved by the admin. The admin should have the rights to
approve/disapprove these accounts.

Moreover, the “Company Master Account” should have the ability to modify the subordinate
accounts, with the limitation of 3 accounts maximum, as mentioned earlier.

All the above sections should have a visible part to public users. The members’ directory should
be visible all the time to the public users. The detailed information of other sections should be
visible to the registered users. The visibility criteria of the content should be managed by the
admin through the CP.
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The Company Account should have the following:

= Company Basic Information
= Contact Details

=  Website
=  Services
=  Products

All updates to the members’ directory should be subject to approval from the admin via the CP.
Each company should have the option to add one product or service for FREE.as part of their
subscription. If the company needs to add more products and/or services, the company should
have the option to upgrade its subscription against a predefined policy by FEDCOC.

The Communication Module should be able to manage all communications with Members as
follows:

i.  The module should allow exporting the members’ data into Excel format for external
manipulation;

ii.  The module should have (as an option) a dedicated application for SMS. This application
should have the ability to import data and send SMS with notifications, events and alerts
to members. The service provider should include this part as an option;

iii.  The module should have (as an option) ansability to integrate with professional online
video conference applications for onlinereal-time video streaming. The service provider
should include this part as an option;

iv.  The module should allow members to subscribe to Events, etc. without having the need
to fill in any data every time; and

v. The admin should be able to.manage sending newsletters. The service provider should
provide this through professional bulk email sending services to ensure delivery of mails
and reduce possibility.of going into SPAM.
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2.3 Site Map for DETGD dola)l dunidl adge dboyls-

The Website front end should display the following menu, which should be available to public
users all the time:

= Home

= Aboutus

=  Contactus

= Members Directory
= Board of Directors
= News and Events

=  Projects

= Services

= Video and Pictures Gallery

Useful Links

Each item of the above links should be fully manageable by the CP, and any update to the above
menu items should be dynamically reflected on the website front end, without the need of any
change in website front end code.

The website'front end graphical‘user interface should accommodate a maximum of 11 menu
items, without any change to master design template. Labels of all sitemap items should be
selected in consensus with the DETGD-FEDCOC . Service providers should find out the best
number of characters to achieve this objective.

2.3.1 Home Page

The GUI should allow the Main Visual Element of the Home Page to present the most up to date
information about the DETGD-FEDCOC.

The admin should be able to use the CP to update Main Visual Element of the home page, with
an ability to link to any inside pages and/or sections.

Home page should also have a number of managed boxes, which should allow the user to readily
click through to master details pages of any important topic. All these boxes should have the
following modes:
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= Free WYSIWYG area (where the admin can place any combination of text, images,
video, etc.)

= Predefined area (where the box is showing the latest content from certain section
based on the admin’s selection; the box title will automatically be changed according
this selection)

= Managed area (the admin can add box title, and upload standard size image and text)

1 -Public info about DETGD-FEDCOC in slider.

List for all the subdivisions of digital economy and technology across the different
governorates.

- Information for every division such as (Link of website if available;Tel, logo, PR)

- The list of the general division DETGD board of directors with- name tags and position
photo and a bio for each member.

- -The executive office members and their bio.
2 -The latest news. About DETGD-FEDCOC such as events, conferences, etc.
3-Quick Links about
- FEDCOC
- Log in to the members of the Chamber.
- E-Services.
2.3.2 Members
This feature of the website should work in two modes (public users & registered users).
2.3.2.1 Public Users

In this mode, the public user doesn’t need to login in to see the general content, as defined by
the admin, such as DETGD-FEDCOC activities, projects, services, etc. However, if this user would
be interested to register, he/she should be able to click on register link that opens a registration
form, which will contain the following:

= Title
=  First Name

= Last Name

2023
18



Ui 5131 5 1) LU alall Al By pomal) Ay Ll ol alall SLas™U g SV Bl gl kel 2023/ 1 o8 ) 53 g0 silin 7

= JobTitle
=  Email

= Phone
= Mobile
= Fax

=  Company Name

= Company’s Commercial Registration Information

= Company’s Tax Card Information

= Address

= Legal Setup

= Activities (Multi selection Drop Down List)

= Preferred Username

= Password (should be validated for 8 characters and password strength)
= etc.

Another field should be added; which is “Company ID”. This field is not a mandatory field;
however it’s required for further registration by the company, as elaborated in the following
section.

Once the user is registered, two actions should occur:

iii. “Arequest should be sent to the admin automatically, as an alert on his email. Also, the
request should be added to the website CP, where admin can login. Then, the admin
should be able to verify all data provided. The admin should have the ability to
approve/disapprove the user. As well, the system should log the start of the membership
date; and

iv.  An activation email should be sent to the registered user to make sure that the provided
email is correct; and if it is not verified, then the admin should be able to see this in the
user’s request via the CP.

The service provider should elaborate in his/her proposal the methodology in this regards.

2.3.2.2 Registered Users
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Once the admin approves the subscription request, an action is required to notify the subscriber,
such as an official welcome email that should be sent to the user, confirming company
subscription to DETGD’s website and providing a “Company ID”, which will be used later for the
Company Identification in other website features. All email messages should be managed from
the CP using WYSIWYG editor.

Each registered company should be allowed to add up to three (3) subordinate accounts under
its main account “Company Master Account”. These accounts can have access to the members’
area. To add an account to the company’s main account, the company’s main user should be able
to login to the public area and register by these accounts by providing the “Company ID” while
registering. Activation of these accounts should be conducted by the “Company Master Account”
that was previously approved by the admin. The admin should have the rights to
approve/disapprove these accounts.

Moreover, the “Company Master Account” should have the ability to' modify the subordinate
accounts, with the limitation of 3 accounts maximum, as mentioned earlier.

Each Registered Company, and its subordinate accounts, should be able to login from the website
front end and have access to:

= News

=  Events

= Knowledge Center
= Tenders

=  Members Directory
= "Company Account

All the above sections should have a visible part to public users. The members’ directory should
be visible all the time/to the public users. The detailed information of other sections should be
visible to the registered users. The visibility criteria of the content should be managed by the
admin through the CP.

The Company Account should have the following:
= Company Basic Information
= Contact Details

=  Website
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=  Services
=  Products

All updates to the members’ directory should be subject to approval from the admin via the CP.
Each company should have the option to add one product or service for FREE as part of their
subscription. If the company needs to add more products and/or services, the company should
have the option to upgrade its subscription against a predefined policy by DETGD-FEDCOC.

In the tenders section, the Company should have the option to filter what to apply for or see in
this section. The system should have the option to set alerts to be sent to the registered
companies based on their own preferences by email.

The Communication Module should be able to manage all communications with Members as
follows:

vi.  The module should allow exporting the members’ data.into Excel format for external
manipulation;

vii.  The module should have (as an option) a dedicated application for SMS. This application
should have the ability to import data and send SMS with notifications, events and alerts
to members. The service provider should include this part as an option;

viii.  The module should have (as an option)@an ability to integrate with professional online
video conference applications for online real-time video streaming. The service provider
should include this part as an option;

ix.  The module should allow members to subscribe to Events, etc. without having the need
to fill in any data every time; and

X.  The admin should be‘able to manage sending newsletters. The service provider should
provide this through professional bulk email sending services to ensure delivery of mails
and reduce possibility of going into SPAM.

2.3.3 Events

This is a Calendar and should go under Members area in the Events section; however it should
allow some selected events to be available for public users in the Events Main Menu item.

Calendar will be a main section in the website that carries all information regarding upcoming
events and dates. It will be characterized by a group of data fields and presented in an
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appropriate format. Moreover, there will be some related functionalities as its disclosure settings
as follows:

2.3.3.1 Public Disclosure, that means that a given calendar entry will be viewable to any user
type.

2.3.3.2 Registered Disclosure, that means that a given calendar entry will be viewable to only
registered and member companies users.

2.3.3.3 Member Disclosure, that means that a given calendar entry will be viewable to only
member companies users.

Once a calendar entry is added and approved, it should be sent via email to its entitled disclosure
audience.

2.3.4 Knowledge Center

This section should be under Members area, and should be available only to registered members.
The admin should be able to add unlimited sections and articles. The system should be able to
cater the following formats, such as: PDF, XLS, DOC, JPEG;PPT, etc. Each content article could be
rated by users, who could be able to post comments to the article, which should be viewed only
by registered companies. The admin should have the ability to delete any comments, when
appropriate.

The admin should be able to use the CP to update Main Visual Element of the home page, with
an ability to link to any inside pages and/or sections.

The most important items should appear in the home page

2.3.5 SERVICES

1- Supported training programs list, including the program online applications forms.
Using the feature of online payment in the third level (report about specific product)

If the user wants to get the report about specific product it must redirected

- If the user already login and have the info about payment card, show message about the
cost of the training and confirm to complete the payment method

- If the user is new so redirected to register page to register his personal information and
payment card info.

The admin should be able to use the CP to explore the request for this report and the user
information to send the required report immediately on his mail

2023
22



Ui 5131 5 1) LU alall Al By pomal) Ay Ll ol alall SLas™U g SV Bl gl kel 2023/ 1 o8 ) 53 g0 silin 7

2- International trade exhibitions

- List of opportunities for exhibition participation across the year with lower cost or
completely funded

3- Local trade exhibitions
- List of opportunities for local exhibitions participation with lower cost
4- Startups competitions

- For support and activities funding.

3. Project management requirements for the websites
The service provider should provide the following in his/her proposal:

=  Website Development Plan
= Delivery Criteria

= Test Checklist

= Warranty Responsibilities
=  Training
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